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Protect Enterprise Against Cryptojacking
- Lessons From Tracing 8220 Miner Group
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About Us

• RedDrip Team

• 50+ team members
• Engineers
• Developers
• Researchers

• 3 bases in China
• Beijing
• Wuhan
• Chengdu



We Love Being A Member of FIRST Community J



Cryptocurrency Mining Should Be Like This 



However, Somethings Are Going Wrong



One Incident Case



Customer Profile

• One university at Southwest China

• Run a distributed computing environment based on Hadoop

• Problems
• July, 2018
• Extremely low performance of Hadoop servers
• High CPU usage
• Normal computation jobs cannot be executed properly



Abnormal CPU Usage: 732.5%



Suspicious ELF File



Hadoop Version



Hadoop Authentication



Scheduled Job

$ crontab –u yarn -l



Log of Scheduled Jobs

$ head /var/log/cron-[YYYYMMDD]



Shell Script – Download Mining Program

cr.sh: c6340ddc9b20b7bb5380fbd9217170262a2f4691920abb67b4fdc71422769033



Shell Script – Download Configuration File

cr.sh: c6340ddc9b20b7bb5380fbd9217170262a2f4691920abb67b4fdc71422769033



Shell Script – Add Schedule Job for Persistence

cr.sh: c6340ddc9b20b7bb5380fbd9217170262a2f4691920abb67b4fdc71422769033



Configuration File – Monero Wallet Address of
Attacker

w.conf: 8614f45af23b0b1d9b0d20296af4f2f6bd3a3a8f15b8e799f3e798bb8df850fa



Attack Flow

Scan Hadoop server Add a job to
download Shell script

Download mining
program

Download configuration
file with wallet address
and pool address

Mine Monero Currency



Pivot By Wallet Address

yam: e2403b8198fc3dfdac409ea3ce313bbf12b464b60652d7e2e1bc7d6c356f7e5e



Pivot By C&C Server

1.ps1: b4d77022646110d3cfaa5ec60710acf8ee305e795fe81128bd8a5da9e25c6be5



Two Wallet Addresses

• Wallet 1

4AB31XZu3bKeUWtwGQ43ZadTK
CfCzq3wra6yNbKdsucpRfgofJP3Yw
qDiTutrufk8D17D7xw1zPGyMspv8
Lqwwg36V5chYg

• Wallet 2

41e2vPcVux9NNeTfWe8TLK2UWx
CXJvNyCQtNb69YEexdNs711jEaDR
XWbwaVe4vUMveKAzAiA4j8xgUi2
9TpKXpm3zKTUYo



8220 Miner Group

C&C IP Port

192.99.142.232 8220

192.99.142.235 8220

192.99.142.226 8220

192.99.142.246 8220

192.99.142.248 8220

158.69.133.18 8220

198.181.41.97 8220

46.249.38.186 80



One Year History of
8220 Miner Group



Poisoned Docker Images in Docker Hub

Source: https://www.fortinet.com/blog/threat-research/yet-another-crypto-mining-botnet.html

https://www.fortinet.com/blog/threat-research/yet-another-crypto-mining-botnet.html


Shell Script to Run Mining Instances

Source: https://www.fortinet.com/blog/threat-research/yet-another-crypto-mining-botnet.html

https://www.fortinet.com/blog/threat-research/yet-another-crypto-mining-botnet.html


5 Million Downloads of Malicious Docker Images

Source: https://www.fortinet.com/blog/threat-research/yet-another-crypto-mining-botnet.html

https://www.fortinet.com/blog/threat-research/yet-another-crypto-mining-botnet.html


Kubernetes

Source: https://www.cnblogs.com/birdstudio/p/7650622.html

https://www.cnblogs.com/birdstudio/p/7650622.html


Drupal

Source: https://www.blueliv.com/blog/research/drupalgeddon2-sa-core-2018-002-cve-2018-7600/

https://www.blueliv.com/blog/research/drupalgeddon2-sa-core-2018-002-cve-2018-7600/


Redis

Source: https://blog.csdn.net/Dancen/article/details/75313424

https://blog.csdn.net/Dancen/article/details/75313424


WebLogic Server

Source: https://www.fireeye.com/blog/threat-research/2018/02/cve-2017-10271-used-to-deliver-cryptominers.html

https://www.fireeye.com/blog/threat-research/2018/02/cve-2017-10271-used-to-deliver-cryptominers.html


Timeline of 8220 Miner Group

2017.05
Uploaded 6 malicious docker 

images to Docker Hub

Attacked exposed 

Redis servers

Scanned for unauthenticated 

Kubernetes

Exploited WebLogic

Server vulnerability

Exploited Drupal

vulnerability

Attacked unauthenticated 

Hadoop Yarn

2017.08 2018.04

2018.072018.022017.07



Cryptojacking Evolution



Malware Families

2016.06

PhotoMiner JbossMiner

MyKings

DDG.Mining

ADB.Miner8220 Miner

2017.12 2018.03

2018.072018.022017.05

MsraMiner

PowerGhost

2018.02

2018.01

NSAFtpMiner

2018.08

ZombieboyMiner

2018.10



Ten Malware Families – One Crytocurrency



• Vulnerability
• System, web, database

• Misconfiguration
• Exposed server
• Disabled authentication

• Brute force attack
• Tomcat, SQL Server, SSH, RDP

Initial Access



Vulnerabilities

Type Product CVE

System Windows SMB CVE-2017-0143
CVE-2017-0144
CVE-2017-0145
CVE-2017-0146
CVE-2017-0148

Web Oracle WebLogic Server CVE-2017-3506
CVE-2017-10271

Web JBosss CVE-2017-12149

Web Drupal CVE-2018-7602

System Windows LNK CVE–2017–8464

System Windows RDP CVE-2017-0176

Database CouchDB CVE–2017–12635
CVE–2017–12636



• Exposed Kubernets administration consoles

An Alert to Cloud Security

Source: https://redlock.io/blog/cryptojacking-tesla

https://redlock.io/blog/cryptojacking-tesla


Affected OS



• Target a large scale of Android devices

• Scan for devices exposed debug port (TCP 5555 port)

Android Miner

Source: https://blog.netlab.360.com/adb-miner-more-information/

https://blog.netlab.360.com/adb-miner-more-information/


• Custom mining programs

• Open source mining programs
• XMRig, CNRig, XMR-Stak
• Load mining programs by shell script or

PowerShell script

Mining Programs



Threat Actors



Wallet Transaction Log of 8220 Miner Group



Gain Estimation

Miner Groups XMR Amount USD

MyKings 8000+ ~2,400,000

8220 1000+ ~30,000

DDG 3000+ ~90,000



The Attacks On Android Devices Did Not Work Well ?



Protection Advices



• Abnormal high CPU usage Rate

• Suspicious files in temporary directories
• Linux: /tmp/*.sh
• Windows: %temp%/*.exe

• Suspicious scheduled jobs in crontab

Detection



• Update patch regularly

• Set strong passwords to both systems and applications

• Check docker images carefully before deployment

• Prevent assets exposing to Internet
• Shodan, Censys, etc

Prevention



• Cryptojacking is very active

• It leverages multiple approaches to control computation

resource

• It is a emerging threat to cloud security due to attacks to

orchestration platform

Wrap Up



Thank you!

Twitter: @RedDrip7

WeChat:奇安信威胁情报中心


